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ABSTRACT

Differential privacy, which used to collect and analysis data and preserve data privacy, has been applied widely in data
privacy preserving data application. Local differential privacy algorithm which is the local model of differential privacy is
used to user who add noise to his data himself with randomized response by self and release his own data. So, user can be
preserved his data privacy and data analyst can make a statistical useful data by collected many data. Local differential
privacy method has been used by global companies which are Google, Apple and Microsoft to collect and analyze data
from users. In this paper, we compare and analyze the local differential privacy methods which used in practically. And
then, we study applicability that applying the local differential privacy method in survey or opinion poll scenario in
practically.
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Fig. 1. Life of RAPPOR report(15]
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RAPPOR mechanisms

1. Signal. Hash client’s value v onto the Bloom filter B of size k
using h hash functions.

2 Permanent randomized response.
For each client’s value v and bit i, 0 = i < k in B, create a
binary reporting value B} which equals to

1, with probabiltiy %f
B = 0, with probability éf
B; with probability 1 —f
where f is a user-tunable parameter controlling the level of
lengitudinal privacy guarantee.
Subsequently, this B" is memoized and reused as the basis for all
future reports on this distinct value v.

3. Instantaneous randomized response.
Allocate a bit array 5 of size & and initialize to 0. Set each bit «
in S with probabilities

iF B =1

PE=D = ifB =0

4 Report. Send the generated report S to the server

Fig. 2. RAPPOR(15)
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Fig. 3. Simulations of learning the normal distribution by RAPPOR.
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3.2.1 CMS(Count Mean Sketch)
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CMS mechanisms

Input: d, ..,d™ € D™ e, k,m, D c D
Output : Histogram(f(d): d € D)

1. From a set of three-wise independent hashes mapping D to [m],
select a set H = {hy, ..., by} of & uniformly at random.

2 forie[n] do
(99,) = Ao cus(d Vs )

3. Construct M « Sketch — CMS { (50, j(10),..., (50, ) &, k,m)

4. ford e 5 do
Fld) & Aggryer (ds M, e, H)

2lES ARgSte] olzrt F7bd wlojE gl g~
JE Al Agget. Aule i @53 welHE
7FeAglsle Sketch-CMS <uE]ES AHg-3}o]
dd e AT, vATe R 7 g} 4&
AHEe deld $EE oIFds A, FAEF
AREste] dlolE] $EF 5% 4 g}u}

Fig 59 Ayeni— cns FLBFE = AMEAE
= A A Fel A kel dis) 0144 iz A
5l =717 mel W v RE S -12 %
gt ARgAke] gt dsk Al A e AR
sto] A hi(d)E AHEsted, WE vl b (d)H

J
A HE v,
o

W= 12 vpEr) mxgte . yakg)
THE Tl,‘f‘{ ololo] WE po} WE v YirZ 7t

7h Fh sk ook j2 Aol At
wle] A %1 o

=

A gient—cms algorithm

Input:deD: e H
Output : ¥, index j

1. Sample j uniformly at random from [k]
2. Initialize a vector v = -1 e R™

3. Set Vnyd) 1

4. Sample b € {—1,+1}", where each b; is iid. where Prlby = +1] =

&
el

5.7« (viby, v, U b))

Fig. 5. Client-side A i — casg algorithm

Sketch — CMS algorithm

Input : d = {(#*,j), ..., (#7, ;%)) € kom
Output : Sketch martix M

g5y
P

1 Setc, «

2 forie[n] do
PG LR
ek (S50 4 201)

3. Initialize M e {o)xm

4 forie[n] do
for I e [m] do
Mg &= My + #®

Fig. 4. Count Mean Sketch

Fig. 6. Sketch — CMS algorithm
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A gepver 2lgorithm

Input : d € D: M € R¥*™
Output : f(d)

: D — R where

L3
(t5mme-2)
I=1

Fig. 7. 4

1. Construct f

f@ = (5=

algorithm

server

3.2.2 HCMS(Hadamard Count Mean Sketch)

CMSY +&A4del digh Aels #48 »vl, o=
£’

el ks el e Sh e E
n e *m

ool gt} & ke mS Z/HAIIE AAF e BAF

>

S A g gl ko ms FRIA =W
AT 2 AREEEA n]go] ol Mgt} ulEhA
oelgt AgH Fpe FustuAl s W
(Hadamrd transform)s 24 w7 Eal
HCMSE Algtstsdct.

HCMSE AHAE 2w dHolelE A$T df,
AA mulES F& Hul= o] ofe} sjrini=

W3S ARSste] 1n|ES] ghg ASstr] wlitel 1]

= Agmhew AbeAbEel Helel gt 5 £ 9l
E]' —8]":}“]'5 5Baé% 1:]——%34— 71;}01 zH:H;g} o7 76]3]1%],
% gk
= — Hl/2 HZ/Q }
o . Hl [HZ/Q _Hz/z (2)

Ho| QWES2 Aol Ha=1-1= TFH
b o714 1. 12 3717 sl HegEe) 2
i Fhol 1ol AL 2wt

HCSM+= tefebs Wghe ARg-3te] Fig 83 32
o] Alsi=ct.

WA, Fig 9% HCSMe] AHA7E Aol A ¢
olelE AFsp] Slall Abgste daelsor, =7]
7F mel WE vE 008 27138l [Keld do=
A A A des ARste] b E AR
ot 2 Foll ve] hy(d)WA vlEa U= 12 u}

HCMS mechanisms

Input : dV, ..., d™ € D™ e, k,m,Dc D
Output : Histogram(f(d): d € D)

1. From a set of three-wise independent hashes mapping D to [m],
select a set # = {h,, ... by} of k uniformly at random.

2 forie[n] do
(T, 75, 10) < Actions_mess(ds e H)

3. Construct M « Sketch — HCMS ( (0,4, 160), ., (%10, jO,10); &, k,m )

4. ford e D do
Fld) = Aggyyer(d: M, e, H)

Fig. 8. Hadamard Count Mean Sketch

A ient—ncms algorithm

Input:deD; e H
Output : 7, index j

1. Sample j uniformly at random from [k]

2. Initialize a vector v — -1 = R™

3. Set Uy = L

4. Transform w « H,v.

5. Sample 1 uniformly at random from [m]

6. Sample b € (—1,+1}, which is +1 with probability :—:l

7. Set i — bw;

Fig. 9. Ayient— mens algorithm
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Sketch — HCMS algorithm

Input : d = {(H, ;0,10 (D, jO,10)): .k, m
Output : ¥, index j

e )
g1

1. Setc,

2. forie[n] do

0 k(250 +3-1)
3. Initialize M € {o)k=<m
4 forie[n] do

ME

H = (i
s = Ml o + 7O

5. Transform the rows of sketch back M¥ — MTHT,

Fig. 10. Sketch-HCMS algorithm
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3.3.1 1BitMean
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27|12 A3t dloleld] digt Fighs FA g
Vg 7R o AMAEE Fig 119 3 dag]
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Table 1. Used mechanisms and parameters for each cases in Apple.

Using case Mechanism € k m p
Discovering Popular Emojis CMS 65,536 1024 2600
Safari Auto-play Intent CMS 8 65,536 1024 250,000
I ifying High E
dentifying High Energy and HCMS 4 1024 32,768 | 250,000
Memory Usage in Safari
Understanding HealthKit Usage CMS 2 65,536 256 X
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Collection algorithm for 1BitMean

When the collection of counter x;(r) at time ¢ is requested by the data
collector, each user i sends one bit byt).

) I | xi(r) ef—1
by(t) = 1 with probability P
0 otherwise.

Mean estimation algorithm for 1BitMean

Data collector obtains the bits {b;(t)}iem; for n users and estimates a(t).

n B X € _
) = gzb, (t) :’_:_+11) 1
=

Fig. 11. Algorithm of collection and mean
estimation for 1BitMean

MSe 919 d3E5s 7|2 3}, Fig 129
e ZAE ookl 71e A A8Eke] A
gheh ®A, dlolEl ko] 254 AF Wske Al
A% memoization 7]¥S A& $ QEE o
-point roundingZ]¥ ¥ A3} FoEH o
2 AR dloly] o] Wsle AlAH S fES W]
e, AME HAF3h] el & W o 7249 &
F33te] ks dHole & A4t}

a-point  roundingS  AREARY] do]E
z,(H)E[0,m]E W s el AXbsle wel
o HA AHe m o F oY sE HAx
ZHzke] AHAES A9 # o,€1{0,...s—1}F A
Bldhe}. 2Eja ohge] AlE REshe Trule] it
o] 1BitMean %a2|&< #g&ste] AAls 3k
= ARt AAE-g)

“%

=

A={ish (3)

Fig. 12. Framework of 1BitMean
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Collection algorithm for dBitFlip

Each user i randomly draws d buckst numbers without replacement
from [k). dencted bBY jy 2 v dia-

When the collection of discretized bucket number v;(¢) € [k] at time i is
requested by the data collector, each user i sends a vector:

By(r) = [(furbig, (00 (20 Big, (3]s o (e By, (13]]

where by (1) is a randam 0-1 bit,
/2 ff @i i =J, =L2 ...d
with Pr by, (0= 1] = {7 AT = forp =12 d
d 1/{e* +1) ifwilt) #

Histogram estimation algorithm for dBitFlip

Data collector obtains the bits {b;(f))iep for n users and estimates a1(z).

m BTy (e + 1)~ 1

n ef—1
i=1

& =

Fig. 13. Algorithm for collection and histogram
estimation in dBitFlip
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Each graph is simulated with different the size of input. We fix the
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